IMpunoxenue Ne2. UudopmanmoHHast NaMATKA JJIA 00yYaAIOMIMXCHA 1A
pasMenieHus Ha opuuuaabHbIX UHTEpHET-pecypcax

C KaXXZIbIM TOJIOM MOJIO/ICKU B HHTEPHETE CTAHOBUTHCA OOJIbIIIE, a IKOJILHUKHU OJIHU U3
caMbIX aKTUBHBIX MOJb30Barened Pynera. Mexay Tem, MOMHUMO OTPOMHOIO KOJIMYECTBA
BO3MOXHOCTEH, WHTEPHET HECeT M NpoOiembl. JTa MaMsaTKa [J0DKHA MOMOYb Tebe
0e30MacHO HaXOJIUTHCS B CETH.

KomnbroTepHbie BUPYCHI

KomnproTepslii  BUpPYC — 3TO  Pa3HOBUIAHOCTb  KOMIIBIOTEPHBIX  IIPOTPaAMM,
OTJIMYUTEIBHON OCOOCHHOCTBIO KOTOPOU SIBJISIETCS] CHIOCOOHOCTD K Pa3MHOKEHHUIO.

B nomnonHeHue K 3TOMy, BUPYChl MOTYT HOBPEIUTH WM MOJHOCTHEO YHUYTOXKHUTH BCE
¢aiiinbl U JaHHBIE, MOAKOHTPOJIBHBIE IMOJIB30BATENI0, OT UMEHH KOTOpPOro Obla 3amylieHa
3apak€HHasg MporpamMma, a TakKe IOBPEIUTh WU JaKe YHUUTOXKHUTH OIEPALIOHHYIO
CUCTEMY CO BceMH (ailylaMu B 11€JI0M. B OOJIBIIMHCTBE CIIy4aeB pacpOCTPaHSIIOTCS BUPYChI
4yepe3 UHTEPHET.

MGTOI[I)I 3allUThI OT BPCAOHOCHLBIX IIPOI'paMM:

1. Hcnonb3yld  COBpPEMEHHBIE  OIIEPALIMOHHBIE  CUCTEMbBI, HMMEIOLIME
CEPBbE3HBIA YPOBEHB 3aIUTHI OT BPEIOHOCHBIX ITPOIPaAMM;
2. [TocTossHHO ycTaHaBiauBaid mayTH (UUQPPOBBIE 3allIaTKU, KOTOPbIE

ABTOMATUYECKH YCTAaHABIMBAIOTCS C LENbIO JOpaOTKU MpPOrpaMMbl) U Apyrue
OOHOBJIEHUSI CBOEW OIepalmoHHONW cucTembl. CKaunuBail UX TOJBKO C O(PHUIIMAIBHOTO
caiita pazpadorunka OC. Ecnu cyliecTByeT peXUM aBTOMAaTUYECKOTO OOHOBJICHUS,
BKJIFOYH €TO0;

3. PaboTail Ha cBOeM KOMIBIOTEpE MOJ MpaBaMH IMOJb30BaTENsl, a HE
aAMUHUCTpAaTOpa. OTO HE TMO3BOJMUT OOJBIIMHCTBY BPEIOHOCHBIX MPOrpamMm
MHCTaJUIMPOBATHCSA HA TBOEM NIEPCOHAIIBLHOM KOMIIBIOTEPE;

4, Hcrnonb3yil  aHTUBUPYCHBIE MPOTPAMMHBIE TMPOAYKTHI  U3BECTHBIX
MIPOM3BOJIUTEIICH, C aBTOMATHICCKUM OOHOBJICHHEM 0as3;

5. Orpannub HU3NIECKUN JOCTYI K KOMITBIOTEPY JJIS TOCTOPOHHUX JIUIT;

6. Hcnonp3yil BHENIHUE HOCUTENW WHQOpPMAIIMU, TaKUe Kak (Quielika, AUCK
win ¢aitn U3 HTEPHETA, TOJIBKO U3 MPOohEePEHHBIX HCTOYHUKOB,;

1. He otkpwiBaii KoOMIbIOTEpHBIC (ailyibl, TOJYYCHHBIC M3 HEHAIEKHBIX

MCTOYHMUKOB. Jlaxke Te ¢ailibl, KOTOpbIe MpuUcianl TBOW 3HakKoMbId. Jlyumie yTouHu y
HEro, OTIIPABJISI JIU OH TeOE HX.

Cern WI-FI

Wi-Fi - 310 He Buj mepenauu JaHHBIX, HE TEXHOJIOTHsI, & BCErO JIMIb OpEHI, MapKa.
Eme B 1991 romy Huaepnanackas kKommanusi 3apeructpuponana Openn « WECA», uto
obo3Hayano  cioBocoueranue «Wireless Fidelity», koTopblii mepeBOaUTCS  Kak
«0OecnpoBOIHAS TOUHOCTDY.

Jlo Hamero BpeMeHM Jomuia apyras abOpeBuaTypa, KOTOpas SIBISETCS TaKOW xKe
TexHojoruet. Jto abOpeBuarypa «Wi-Fi». Takoe Ha3zBaHume ObUIO JaHO C HAMEKOM Ha



CTaHAapT BbICIIMI 3ByKoBoW TexHuku Hi-Fi, d4ro B mepeBome o03HAYaeT «BBICOKAs
TOYHOCTBY.

Jla, OecIuiaTHBIN MHTEPHET-IOCTYII B Kae, OTeIIX M a’poropTax SBISCTCS OTIHMYHOMN
BO3MOYXHOCTBIO BBIXOJIa B MHTepHET. HO MHOTME SKCIEepThl CUUTAIOT, YTO OOIIEAOCTYITHBIC
Wi-Fi cetu He ABISIOTCS 0€30MaCHBIMU.

CoBeTbl 110 0€3011acHOCTH paboTe B O0IIEAOCTYIIHBIX ceTssx Wi-fi:

1. He nepenasaii cBoro InuHyro nHpOpMaIHio yepe3 obiieaoctymasie Wi-Fi
cetu. PaboTtas B HUX, *elaTeIbHO HE BBOJUTH MApOJIM JOCTYIA, JIOTUHBI U KaKUE-TO
HOMEPA;

2. Hcnonb3yil 1 0OHOBIISI aHTUBUPYCHBIE MpOrpaMMbl U Opanamayep. Tem
caMbIM Thl 00€30Taculllb ce0s OT 3aKaYKH BUpYyca Ha TBOE YCTPOUCTBO;

3. [Ipu wucnonwszoBanun Wi-Fi orkimoun ¢yHkuuio «OOmMil J0CTyn K
¢daiinaMm wu npuHTepam». JlaHHag QYHKUOUSA 3aKphiTa 1O YMOJYAaHHUIO, OJIHAKO
HEKOTOpbIE IOJIb30BATEIN AKTUBUPYIOT €€ N yAoOCTBAa MCIOJIb30BaHUS B paboTe

unu yueoe;

4, He wucnonb3yit nyOonuunbii WI-FI s mepenaum JHYHBIX JTaHHBIX,
HaIlpuMep ISl BBIXO/IA B COLIMATIBHBIE CETU WM B AJIEKTPOHHYIO MOYTY;

5. Nnonb3yit Tonpko 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP,
T.€. pu Habope BeO-aapeca BBOAU UMEHHO «https://»;

6. B mo6uinsHOM Tenedone oTkmoun (yHkiuo «llogkmouenne k Wi-Fi

aBTOMaThuecKn». He nomyckail aBTOMaTU4YECKOTO MOAKIKOUYEHHS! YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero cormnacusi.

ConuajbHbIe CeTH

ConmasibHbIE CETH aKTHBHO BXOSAT B HAIly JKW3Hb, MHOTHE JIIOJM pabOTalOT U KUBYT
TaM TOCTOSIHHO, a B Facebook yke 3aperucrpupoBaH MUJUIHAP] YEIOBEK, YTO SBIISCTCS
OJHOU CEILMOU BCEX KUTEJIEN IIAHETEIL.

MHorre TmoJIb30BaTeIM HE TOHUMAIOT, 4YTO WHGOpMAIUsA, pa3MeIICHHAas WMH B
COIMAJIBHBIX CETSX, MOXKET OBITh HalJleHa M KMCIOJb30BaHA KEM YTOJHO, B TOM YHCIIC HE
00s13aTEIBHO ¢ OJIATUMU HAMEPEHUSIMU.

OCHOBHBIE COBETHI IO OE30MMACHOCTH B COLIMATBHBIX CETAX:

1. Orpannyb CHOUCOK JApy3ei. Y TeOs B JAPY3biIX HE JOHKHO OBIThH
CIIyYaWHBIX U HE3HAKOMBIX JIFOJIEH;
2. 3amuMinai CcBOIO 4YacTHYK >kM3Hb. He ykaspiBail maposiu, TeneoHbl,

ajpeca, JaTy TBOETO POXKJICHUSA M APYTYIO JTUYHYIO HH(POPMAIUIO. 370yMBIIUICHHUKH
MOTYT HMCIIOJIB30BaTh Jaxe HH(POPMAIIMIO O TOM, KaK Thl 1 TBOM POJIUTEIIH IIJIAHUPYETE
MPOBECTU KaHUKYJIBI;

3. 3amuimai CBOIO pemyTamnuio - JEpKA €€ B YUCTOTEe W 3aaaBail cebe
BOIIPOC: XOTeJ OBl ThI, YTOOBI JAPYTHE IOJH30BATEIIM BHJICIH, YTO THI 3arpy’kaciib?
[Tomymaii, mpesk/ie YeM 4TO-TO OIMyOJIMKOBATh, HAIKCATh U 3arPy3UTh;



4, Ecnu T TOBOpHUIIE C JIOBMHU, KOTOPBIX HE 3HACIIb, HE MCIIOJIb3YH CBOE
peanbHOE MMS U APYTYIO JIMYHYIO HHQOpPMALMU: UMs, MECTO >KUTEIbCTBA, MECTO
yueObl U poyee;

5. N36erait pazmemenus ororpaduii B UHTepHETE, rae Thl n300pakeH Ha
MECTHOCTH, 110 KOTOPOI MOKHO OIPEIECIUTh TBOE MECTOIIOJIOKEHHUE;

6. [Ipu peructpanui B COLUATBHOM CE€TH HEOOXOJAMMO HCIOJIb30BATh
CJIOXHBIE MMAPOJIH, COCTOSIINE U3 OYKB U IU(P U C KOIMUECTBOM 3HAKOB HE MEHee §;

7. JInsg  comuManbHOW CETH, MOYThl W JPYrMX CalTOB HEOO0XOIUMO
MCIIONIb30BaTh pa3Hble mapoiu. Torma ecau TeOs B3JIIOMAIOT, TO 3J0YMBIIUICHHUKH
MOJIy4aT JOCTYII TOJIBKO K OJJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIEeKTPOHHBbIE ICHbI'H

SHGKTpOHHBIC JCHBI'M — 3TO O4YCHb y,Z[O6HBIﬁ crroco0 HHaTG)Keﬁ, OJHAKO CYIICCTBYIOT
MOIICHHHUKH, KOTOPBIC XOTAT IIOJIYYUTb OTH ACHBI'H.

SHCKTPOHHBIG ACHBI'H ITOABHIIMCH COBCEM HCAABHO M MMCHHO HM3-3a 3TOI'O BO MHOI'MX
rocygapCrBax 40 CHUX IIOp HC IIPOIIMCAHO IIPO HUX B 3aKOHAX.

B Poccum xe oHu (bYHKHI/IOHI/IPYI-OT N O HHX YXKC IIPOIIMCAHO B 3dKOHC, I'IC HX
pasaciAlOT Ha HCCKOJIBKO BHUJAOB — AHOHHMHBIC M HC AHOHHMHBIC. PaSHI/IIIa B TOM, 4YTO
AHOHHMMHBIC - 3TO TC, B KOTOPLIX Pa3pCIIaACTCA IIPOBOIUTL OIICpALlN oe3 I/IIIGHTI/I(bI/IKaHI/II/I
IIOJB30BAaTCJIA, a B HCAHOHUMHBIX I/I)ICHTI/I(l)I/IKaHI/II/I T10JIL30BATEIIS ABJIICTCS 00s13aTEILHOM.

Takxe cieqyer pa3iauyarh AJIEKTPOHHbIE (PUATHBIE I€HBIM (PaBHBI TOCY/IaPCTBEHHBIM
BaJIIOTaM) U AJIEKTPOHHbIE HE(UATHBIE IEHbIH (HE PAaBHBI TOCYIaPCTBEHHBIM BAIIOTAM).

OcHOBHBIE COBETHI IO 0€30MaCHOM pabOTE C AAEKTPOHHBIMU JIEHbIaMU:

1. [IpuBskn K cuyeTy MOOWIIBHBIN TenepoH. DTO caMblil yHOOHBIM U
OBICTPBIN CIIOCOO BOCCTAHOBHUTH JOCTYN K cuery. IIpuBsizaHHbIN TenedOH MOMOXKET,
eciau 3a0yJnellb CBOM IUIATEXKHBIA Mapoib WIM 3aijielllb HAa CaT ¢ HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnone3yrn omHopas3oBble maposiu. llocime mnepexoga Ha YCHWIEHHYIO
aBTOpHM3aLMI0 TeOe yke He OyaeT yrpokaTb ONAacHOCTh KpaXXH WM IepexBara
MJIATEKHOTO MapoJIs;

3. Bribepu cnoxubiit maponb. [IpecTynmHukam OyneT HE HpPOCTO yrajaTh
CJIOKHBIN Mapoib. HajexxHple maposin — 3TO Mapoiiu, KOTOpPhIE COAepKaT HE MeHee 8
3HaKOB M BKJIIOYAIOT B ceOsl CTPOYHBIE W MPOIMUCHBIE OYKBBI, LU(PBI U HECKOIBKO
CHUMBOJIOB, TaKH€ KaK 3HaK Jlojijapa, GyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hampumep,
$tRONg!;;

4, He BBOJH CBOH JIMYHBIC JAHHBIC Ha CaﬁTaX, KOTOPBIM HC JOBCPACIID.

DJIEKTPOHHAsI MOYTA

3J’I€KTpOHHaH IIo4Ta — 3TO TCXHOJIOTUA U IMPCAOCTABIIICMBIC €10 YCIIYTI'H 110 IICPCCHIIKE
1 ITOJTYYCHHUIO 3JICKTPOHHBIX COO6H1€HPII>1, KOTOPLIC paClIpCACIIAIOTCA B KOMHBI-OTCpHOﬁ CCTH.



OOBIYHO  DJICKTPOHHBIA  TMOYTOBBIA  SIIUK  BHITJISAUT  CIEAYIOIMIAM  00pa3oM:
UMS_TI0JTB30BATEISI(@UMS_TOMEHA.

Taxoke kpome mepesadu MpoOCTOro0 TEKCTa, HMEETCS BO3MOKHOCTD MepeaaBaTh (Haubl.
OcHOBHBIE COBETHI IO 0€30IMacCHOM padOTE C AIECKTPOHHOU MOYTOM:
1. Hanmo BwIOpaTh mNpaBMIBHBIN IIOYTOBBIM cepBUC. B HHTEpHETE ecTh

OI‘pOMHI:Iﬁ BI)I60p OeCIUIaTHBIX ITOYTOBBIX CCPBUCOB, OJHAKO JIYHUIIC HOBCPATH TCM,
KOT'0 3HaCllb U KTO HepBLIﬁ B pCﬁTHHI‘G;

2. He ykaspiBait B TMYHOM mo4uTe IMYHYIO HHpOpMaIuto. Hanpumep, mydiie
BBIOpATh «MY3bIKaJIbHBINA (paHaT@» nunu «pok2013» Bmecto «remal3y»;

3. Hcnonp3yl NBYXATAlHYHO aBTOPU3AIMI0. JTO KOIZAa MOMHUMO NapoJIsd
HY>KHO BBOJIUTH KOJI, TpHUChUIaeMblil mo SMS;

4, BriOepu cinoxHbIi maposas. JJist KaX0ro MOYTOBOTO SIUKA T0THKEH OBITh
CBOU HAJIC’)KHBIN, yCTOMYMBBIN K B3JIOMY MapOJIb;

S. Ecnu ecTh BO3MOXHOCTH HamucaTh CaMOMYy CBOM JIMYHBIA BOIPOC,
HCMOJIb3YH 3TY BO3MOXHOCT;

6. Hcnonp3yi HECKOIBKO IIOYTOBBIX SAIIMKOB. llepBbId st 4dacTHOM

MIEPEINCKHU C aJipecaTaMu, KOTOPBIM Thl JOBEPSEIIb. JTO NEKTPOHHBIN aJpec HE HAZI0
MCIIOJIb30BAaTh MIPHU PErUCTpaliuK Ha (popyMax U calTax;

7. He otkpeiBaii Qaitnbl U npyrue BIOXKEHHUS B MUCbMAax JlaXXe €CIU OHU
MNPUILIA OT TBOUX Jpy3eil. Jlydiie yToyHM y HUX, OTHPABISIN JIM OHU TeOE ITH
(haitibr;

8. [Tocne okoHuaHusi pabOTHI Ha TIOYTOBOM CEPBUCE TMEpea 3aKpPhITHEM

BKJIQJKU C CAUTOM He 3a0y/1b HaXKaTh Ha «BBIATHY.

Kun6epOynimHr wiim BUPTyaibHOE U3/1€BaTe/IbCTBO

KubepOyummHr — mpeclieloBaHUE COOOIICHUSMH, COASPKAIMMU OCKOPOJICHHS,
arpeccuio, 3alyrMBaHHUE;, XYJIUTAaHCTBO, COLMAIbHOE OOWKOTHPOBAHHWE C IOMOIIBIO
Pa3TUYHBIX HHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI TI0 00pHOE ¢ KHOESPOYTTHHTOM:

1. He 6pocaiics B 00ii. Jlyummii cnoco6: mocoBeToBaThCsl Kak ce0st BECTH U,
€CJId HET TOro, K KOMY MOXHO OOpaTHTbCS, TO BHadalle yCIOKOUThCSA. Ecimu T
HAYyHEIlb OTBEYaTh OCKOPOJEHUSMH Ha OCKOPOJEHMS, TO TOJIbKO emie OoJiblie
Pa30AOKEIh KOH(IIHKT;

2. VYmpasnsii cBoelt kubeppermyTaiuei;

3. AHOHMMHOCTh B ceTd MHHMas. CylIecTBYIOT CHOCOOBI BBISICHUTH, KTO
CTOWT 32 aHOHUMHBIM aKKayHTOM;

4, He crtouT Bectn XynuraHckuii oOpa3 BUPTyalibHOUM Xu3HU. WHTEpHET
(duKcUpyeT Bce TBOM JEWUCTBUS W COXpaHsAeT HUX. YAaIUTh HX Oyner KpaiiHe
3aTPYAHUTEIBHO;

S. Co6uroaii cBoi BUPTYaJIbHYIO YE€CTh CMOJIOY;



6. Urnopupyii enunauuHbld  HeraTuB. OIHOPa30Bble OCKOPOHWTEIIbHBIE
coOOIIeHHs Jiydllle UTHOpUpoBaTh. OOBIYHO arpeccus IMpeKpaiaeTcss Ha HavaJbHOU
CTaJuu;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMU COOOILEHUSMH, B
COLIMAIBHBIX CETAX €CTh BO3MOXXHOCTb OJIOKMPOBKH OTHPABKUA COOOIICHUHN C
OTIPENICIICHHBIX aJPECOB;

8. Ecnu Th1 cBUneTens kubepOysummara. TBou AeMCTBUS: BBICTYIIUTH MPOTUB
MpeciieioBaTeNd, IOKa3aTh €My, YTO €ro JCWCTBHS OLICHUBAKOTCS HETaTUBHO,
MOAACPKATh KEPTBY, KOTOPOM HY)KXHA ICHUXOJOTUYECKass TMOMOIb, COOOIIUThH
B3pOCHBIM O (paKT€ arpecCUBHOTO MOBEICHUS B CETH.

MooOuibHbIN TesedoH

CoBpemeHnHble cMapT()OHBI M IUIAHIIETHI COJAEPXKAT B ceO€ BIOJHE B3POCIBIN
(yHKLIHMOHAJ, U TeNepb OHUM MOTYT KOHKYPHUPOBATH CO CTAlMOHAPHBIMU KOMIIBIOTEPAMH.
OpnHako, CpeCTB 3aIIUTHI J1s1 HOJOOHBIX YCTPOUCTB MTOKA OYEHBb MAJIO.

TCCTI/IPOBaHI/Ie H IIOUCK yHSBHMOCTefI B HUX IIPOUCXOJUT HEC TaK MHTCHCHUBHO, KaK IJIA
HK, TO JKE€ camMoe KacaeTcs 1 MOOMIBLHBIX HpHHO)KGHHﬁ.

COBpGMGHHBIG MOOMJIbLHBIE 6pay3€pLI YKC IIPAKTHUYCCKH AOTHAJIM HACTOJIBHBIC aHAJIOTH,
OJHAKO pPacCIIUpPCHUC q)YHKI_IHOHaJIa BJICYET 3a COOOM 6OJ'IBIHYIO CJIIO)KHOCTh U MCHBIIYIO
3aIUIIICHHOCTD.

Jlaneko He BCe MPOU3BOJUTENN BBITYCKAIOT OOHOBJIEHUS, 3aKPhIBAIOIINE KPUTHUECKUE
YA3BUMOCTH JIJIsl CBOUX YCTPOWCTB.

OCHOBHBIE COBETHI JIJIs1 O€30MaCHOCTH MOOMIIBHOTO TesedoHa:
1. Huuero He siBIseTCs MO-HACTOSIEMY O€CIUIaTHBIM. ByJb OCTOpOXKEH,

Bellb Korjga Tebe mpeajararoT OecIUIaTHbII KOHTEHT, B HEM MOTYT OBITb CKPBITHI
KaKHe-TO IJIATHBIE YCIIYTH;

2. Hymaii, npexnae uyeM oTnpaBuTb SMS, ¢oto miam Buaeo. Tl TOYHO
3HACIIIb, TJIC OHU OYyT B KOHCYHOM UTOTE?

3. Heobxoaumo 0OHOBIIATH ONEPAITMOHHYIO CUCTEMY TBOETO cMapThOHa;

4, Hcrnonp3yit aHTUBUPYCHBIE TIPOTPAMMBI JJISI MOOMITBHBIX TEJIE(POHOB;

5. He 3arpy:xaii mpuioxeHusi OT HEM3BECTHOTO HCTOYHUKA, BEbh OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MPOTrPAMMHOE 00ECTIeUeHuE;

6. [Tocne Toro kak Thl BRIWEIIH C CaliTa, T/I€ BBOAWII JIMUYHYIO HH(OpMAITHIO,
3aiiiu B HACTPOUMKHU Opay3epa U ynainu cookies;

7. [lepuonuueckn TpoBepsll Kakue TJIaTHBIC YCIYyTd aKTUBHPOBAaHBI Ha
TBOEM HOMEDE;

8. JlaBaii cBOil HOMEp MOOMJIBLHOTO TeiaedOoHa TOJBKO JIIOASIM, KOTOPBIX Thl
3HAelllb U KOMY JOBepsEIlb;

9. Bluetooth nomxeH ObITH BBIKJIIOYEH, KOT/IAa Thl UM HE Tojb3yemibes. He

3a0bIBail MHOTIa IPOBEPSITH 3TO.

Online urpsi



CoBpeMEHHbIE OHJIAWH-UTPbl — 3TO KpPAacOYHbIC, 3aXBaThIBAIOILKE pPa3BIICUEHUS,
OOBEIMHAIOIINE COTHHM THICSY YEJIOBEK MO BceMy Mupy. Urpoku uccienyroT AaHHBIA UM
MHUp, OOIIAIOTCS JpYr C JAPYroM, BBIIOJHSIOT 33JaHMsI, CPAXKAIOTCA C MOHCTpaMU MU
[OJIy4aloT ONBIT. 3@ yIOBOJIbCTBUE OHU ILIATAT: MOKYNAOT JUCK, OIIAYMBAIOT aOOHEMEHT
WJIM IPUOOPETAIOT KAKHE-TO OILIMH.

Bce st cpenctBa uayT Ha MOJAEpKaHUE W PA3BUTHE WIPhI, a TaKKe Ha caMmy
0€30MacHOCTh: COBEPIICHCTBYIOTCS CHUCTEMBI aBTOPH3AIMH, BBIITYCKAIOTCS HOBBIC TATYH
(umdpoBble 3aMIaTKy 711 IPOrpPaMM), 3aKPbIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B HO,Z[O6HBIX HUIrpax CTOUT OIIACATbCA HC CTOJIBKO CBOUX COIICPHHUKOB, CKOJIBKO KPa’KH
TBOCTO I1apoJIsi, HA KOTOPOM OCHOBAHA CUCTEMaA aBTOPHU3AINN OOJIBIIMHCTBA urp.

OcHOBHBIE COBETHI 10 0€30IaCHOCTH TBOETO HUI'POBOI'0 aKKAyHTa:

1. Ecnu npyroit urpok Beaet ceOs MI0X0 WM cO3AaeT Te0e HENPHUITHOCTH,
3a0JIOKUPYH €ro B CIUCKE UTPOKOB;

2. [Toxxanylics agMUHHCTpaTOpaM WIpbl Ha IUIOXOE€ IOBEJEHUE 3TOTO
UTPOKA, JKEJIaTeJIbHO MPHIIOKUTh KAKUE-TO J10Ka3aTelIbCTBA B BUAE CKPUHOB;

3. He yxa3biBaiil muuHyo uHbopMaiuio B mpodaiisie urpsr;

4, VYBaxkaii Ipyrux y4aCTHUKOB IO UTPE;

5. He ycranaBnuBait HeopuInanbHbIe ATYH U MO/IBI;

6. Hcnonb3yl CII0KHBIE U pa3HbIE MTAPOJIH;

7. Jlaxke BO BpeMs WUIpbl HE CTOWUT OTKIIOYaTh aHTUBHpYC. [loka TbI

WTrpacllib, TBOM KOMITBIOTEP MOTYT 3apa3uTh.

@OUINHHT WA Kpaika JIMYHbIX JaHHbIX

OOBIYHOIM Kpakeil JIeHer W JOKYMEHTOB CETOJHs Y€ HUKOro He yAuBHUIIIb, HO C
Pa3sBUTHEM HHTEPHET-TEXHOJIOTUN 3JIOYMBILIJICHHUKU [EPEMECTUINCh B HHTEPHET, U
MIPOJIOJDKAIOT 3aHUMATHCS «TFOOMMBIMY JICIOM.

Tak mosiBUIIach HOBasl yrpo3a: HHTEPHET-MOIICHHUYECTBA WIW (DUIITUHT, TJIaBHAS 1ETh
KOTOPOT'O COCTOUT B MOJYyUYCHUN KOHPHUACHITUATBHBIX JaHHBIX ITOJIh30BaTEICH — JIOTHHOB U
naposieii. Ha anrmmiickom si3pike phishing untaercs xak ¢ummHr (0T fishing — poiOHas
JIOBJIs, password — mapoJnb).

OcHoOBHBIE COBETHI IO 00PHOE € (PUITUHTOM:
1. Crneau 3a cBOMM akkayHTOM. Ecnu Thl mojo3peBaelib, YTO TBOS aHKETa

OblJa B3JIOMaHa, TO HEOOXOAMMO 3a0JOKUPOBATH €€ M COOOUIUTh aJIMUHHUCTPATOpaM
pecypca 00 3TOM Kak MO>KHO CKOpPee;

2. Hcnonp3yit 6e30macHbie BeO-CaiiThl, B TOM YHCIIC, UHTEPHET-Mara3uHoB U
ITIONCKOBBIX CHCTEM;
3. Wcnone3yit cioxHble W pa3Hble mapoiu. Takum oOpa3om, eciu TeOs

B3JIOMAIOT, TO 3JIOYMBINIJICHHUKH TIOJy4aT JOCTYN TOJBKO K OJHOMY TBOEMY
PO IO B CETH, a HE KO BCEM;



4, Ecmn TebGs B3momanu, TO HEOOXOAUMO MPEAyNpPEauTh BCEX CBOUX
3HAKOMBIX, KOTOpbIE 100aBJIEHBl y T€OA B ApPYy3bsX, O TOM, YTO TeOsA B3JIOMAlH H,
BO3MOJKHO, OT TBOETO MMEHH OyJIeT pacchlIaThCs ClIaM U CCBHUIKM Ha (DUIITMHTOBBIC

CaWTHhI;

5. VYcranoBu HagexHbIi naposib (PIN) Ha MoOUIIbHBIN TenedoH;

6. OTkJTI0YM coOXpaHeHue mapodsi B Opaysepe;

7. He oTkpeiBaii Qaitnbl U apyrue BIOXKEHUS B MUCbMAaxX JlaXe €ClIu OHU
MPUILIA OT TBOUX Jpy3eit. Jlydiie yTo4HM y HUX, OTHPABISIN JIM OHU TeOe ITH
(haitibr;

Hu¢posas penyrauus

[Hudposas penyranus - 3T0O HETaTUBHAS WU MO3UTUBHAA MH(OpMaIus B ceTu o Tele.
Kommnpometupyromas nadopmaiiys pazMenieHHas B MHTEPHETE MOXKET CEPhe3HbIM 00pazoM
OTPa3UTHCS HA TBOEH PEATbHOM )KU3HH.

«udpoas penyrauus» - 3TO TBOW UMUK, KOTOPBIA (GopMHUpYyeTCs U3 UH(OPMAIUU O
TeOe B MIHTEPHETE.

TBoe MecTo XHUTENbCTBA, Y4eObl, TBOE€ (PUHAHCOBOE MOJOXKEHHE, OCOOEHHOCTU
XapaKTepa U pacckasbl 0 OJU3KUX — BCE ATO HAKAILJIMBAETCS B CETH.

MHorue noJpoCcTKu JIETKOMBICIICHHO OTHOCATCS K MyOJIMKAIUK JIMYHOU MH(OpPMAILIUK B
NuTepHere, HE MOHMMAsE BO3MOXKHBIX TMOCIEACTBUNA. Thl Jake HE CMOXKEIIb JI0ragaThCs O
TOM, 4TO (poTorpadusi, pa3MelieHHas 5 JeT Ha3aj, cTaja MPUIYNHON OTKa3a MPUHSATH TeOs Ha
pabory.

KommenTapuu, pasmemienne TBoux Qortorpaduii u apyrue JeHCTBUS MOTYT HeE
MCUYE3HYTh AK€ II0OCJIE TOr0, Kak Thl MX yAalWllb. [bl HE 3HAClIb, KTO COXPAHUI Ty
uH(pOpMallMIO, NOTAaJIa JIM OHA B IIOMCKOBBIE CUCTEMBI U COXPAHUJIACh JIU OHA, a TJIIaBHOE: YTO
MOJAYMAIOT O TeOe OKpY XKarolee J0I1, KOTOpble HAWAYT U yBUIAT 3T0. Haiitu nundopmariuio
MHOTO JIET CHYCTS CMOXET JII0OOW — Kak M3 J0OpBIX MOOYXIAEHUH, TaK U C HaMEpPEHUEM
OPUYUHUTH Bpel. DTO MOKET OBITh KTO YTOAHO.

OCHOBHBIE COBETHI TI0 3aIIUTE MIUPPOBON PEITyTAIINH:

1. [Tonymail, mpexxe 4em 4To-To MyOJUKOBaTh U MepeaaBarh y ceds B Ojore
WJIM B COLIMAJIBHOM CETH;

2. B Hactpoiikax mpoduiis yCTaHOBH OTPaHHYCHUS HA MPOCMOTP TBOETO
poduIs U €ro COAEPAKUMOTr0, cliesiail ero TOIBKO «IJIS APY3eily;

3. He pa3memaii 1 He yka3biBail HH(QOpMAIIUIO, KOTOpass MOXKET KOro-Jndo
OCKOPOJISTH MM OOMIKATh.

ABTOpPCKOE NPaBO

CoBpeMeHHbIE IIKOJIBHUKH— AaKTHUBHBIE TMOJIb30BATEIN LHU(PPOBOr0 MPOCTPAHCTBA.
OnHako nanexko He BCE 3HAIOT, YTO MOJb30BAaHME MHOTHMH BO3MOKHOCTSMHU LU(PPOBOTO
Mupa TpeOyeT coOII0IeH s MPaB Ha UHTEIUIEKTYaIbHYI0 COOCTBEHHOCTb.



TepMmuH «WHTEINIEKTyaIbHAs COOCTBEHHOCTHY» OTHOCHUTCS K Pa3IMYHBIM TBOPECHHSIM
YeJIOBEUECKOr0 yma, HauyuMHas C HOBBIX M300peTEHUH © 3HAKOB, 0003HAYAIOLIUX
COOCTBEHHOCTb Ha MPOAYKTHI W YCIyTM , M 3aKaHuuMBas KHUTamH, (ororpadusmu,
KHHO(DMIBMaMH ¥ MY3BbIKQTbHBIMU TTPOU3BEICHUSMH.

ABTOpCKHE IpaBa — 3TO MIpaBa Ha UHTEJUIEKTYaJIbHYI0 COOCTBEHHOCTh Ha MPOU3BEICHUS
HayKH, JINTEPATypbl U HCKYCCTBA.

ABTOpCKHME  MpaBa  BBICTYNAIOT B  KayeCcTBe  TapaHTUU  TOTO,  YTO
MHTEJUICKTYaJbHBIN/TBOPUECKU TPyl aBTOpa He OyJIeT HampacHbIM, JacT €My
CIpaBeIUBble BO3MOXKHOCTH 3apaboTaTh Ha pe3ylibTaTaX CBOET0 TpyAa, MOJYyUUTh
M3BECTHOCTh U MPU3HAHHUE.

Hukto 06e3 pa3spemieHusi aBTopa HE MOXKET BOCIPOU3BOJUTH €ro MNpPOU3BEIICHUE,
pacrpocTpaHsiTh, MyOJIUYHO JAEMOHCTPUPOBATh, MpOAaBaTh, HUMIIOPTUPOBATh, IMyCKaTh B
MpoKaT, MyOJUYHO UCIOIHATh, TOKA3bIBaTh/UCIOMHATL B d3(QUpEe WA pa3Mmeniath B
WNurepnere.

Hcnonp30BaHue «IUPaTCKOro» MPOrpaMMHOIO OOECHEYEHUsT MOYKET TPUBECTH K
MHOTUM pHUCKaM: OT IOTEpU JaHHBIX K TBOUM aKKayHTaM JI0 OJIOKHPOBKH TBOETO
yCTPOMCTBA, IJIe yCTAaHOBJICHHBIN HE JierajabHas nporpamma. He cTouT takke 3a0bIBaTh, 4TO
CYILECTBYET JIETaJbHbIE U OECIIaTHBIE TPOTPaMMBbI, KOTOPbIE MOKHO HAlTH B CETH.

O noprane

CeteBuuok.pd — TBOW TIJIaBHBIA COBETUYMK B CETU. 3JeCh Thl MOXEIIb Yy3HaTh O
0€30MacHOCTH B CETH MOHSATHBIM U JIOCTYITHBIM S3bIKOM, a IPU BOZHUKHOBEHUU KPUTHUIECKOM
CUTYaIlMH 00paTUTHCA 32 COBETOM. A Tak)Ke MPUHSITH Y4acTHE B KOHKYpPCaxX U CTaTh CaMbIM
IU(PPOBBIM rpaxKJaHUHOM !



